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The expert recommendation of activities regarding future UTC leap-second support   

 

To Whom it may concern, 

Further continuation of handling UTC leap second introduces a high risk of failure for IT and Industry4.0 (OT). 

Although the leap-second problem has always existed, currently with exponentially growing automation and the 

close interdependence of entire Industry4.0 systems, there is recommendation for immediate suspension of the 

UTC leap-second.  Currently considered the first in history negative leap-second makes us especially worry. 

The global economy is strongly dependent on GNSS, which provides the UTC reference to all modern critical 

infrastructures, such as distributed smart grids, telecom 5G, financial markets and broadcasting. Moreover, the 

observed strong migration of smaller IT/OT systems to CLOUD makes it a 5th critical infrastructure. The following 

problem affects all countries and all segments of each individual economy. It is complicated by the lack of leap-

second servicing standard, the poor dialogue between the IT and time metrology community, the diversity of 

implementation of GNSS receivers, as well as different approach of serving UTC between GLONASS vs. 

GPS/GALILEO/BEIDOU/IRNSS. 

The leap-second makes UTC time scale discrete, hence appearance of problems such as:   

1) Time discrepancies in distributed system, where the validity of the data is determined by difference 
between remote sensor timestamp and receiving local timestamp of central server. This may lead 
to the acceptance of invalid data (wrongly computed DELAY) and, consequently, to the wrong 
predictive management. Such risk will increase with the growing popularity of TSN (Time Sensitive 
Networking) and TCC (autonomous Time Coordinated Computing) at Industry4.0 
 

2) Failures of software and firmware of IoT devices based on the Windows or Linux/Unix kernels. 
Please note, that every modern IT / IoT device produced as of today has a firmware based on one 
of the operating systems listed above. The unexpected peaks in time introduced by the UTC leap 
second are dangerous for stability of the OS-kernel. They disturb the low-level event chronology, 
according to which concurrency management and the low-level utilization of system processes 
take place. Disturbing the chronology results in the "kernel panic" – risk causing crash of the 
operating system (OS), firmware or even a part of CLOUD.  
 

The UTC leap second can trigger a large-scale domino effect, leading to a blackout: in telecom, power systems 

and Industry 4.0 automation. Sooner or later, such failures must begin to occur, unless a leap-second suspension 

remains effective. We consider a negative leap second, which has never been put into practice before, to be 

particularly very dangerous experiment on a working active production environment.  
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